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Preliminaries

Installing mobile applications on your smartphone is not mandatory. You
have the choice to install them or not.

Why install mobile applications on my smartphone or tablet?

Why install mobile applications on my smartphone or tablet?

To check your business emails whenever you want

To be able to attend a Teams meeting on the move

To view and annotate a PowerPoint presentation, Excel table or Word
document on your smartphone

To request/accept holidays without needing your PC

To sign urgent documents

To consult AGnet, to download your medical certificate via Saphir,...

Will | receive a lot of notifications from AG?
You can always deactivate the notifications via the settings of your
smartphone.

What if | don't want to be contacted via Teams during my holidays?
In your Teams Mobile application, you can determine periods during which
you do not want to be disturbed:

Settings - Notifications - Quiet Hours
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Preliminaries

Use the Road to 365 solution on your smartphone or tablet

For proper security, only Iphones that are still supported by the
vendors can access 365.

= QOlder IOS versions will no longer receive the necessary patches,
which represents a potential security risk for our data and yours.

Minimum version (September 2024) : i0S 14.0

» The minimum IOS version will be reviewed at least twice a yeatr.
= |f your smartphone or tablet does not meet the minimum version,
you will be informed three months in advance.

Y N~



Préliminaries

Install the Road to 365 solution on your smartphone or tablet

= The procedure described in the following slides may take 10 to 15
minutes.

» Please allow enough time so that you are not interrupted.

= Follow the procedure carefully




Installation & If this configuration was already done for your smartphone skip the
configuration of

step till Installation of Intune Company portal’

MICFOSOft 1. On your laptop, go to the following URL : https://myaccount.microsoft.com/
AUthentlcator 2. Next, click on sur 'update info'

Security info Password
=R © Q
1JB2A / %
= - u Keep your verification methods and security Make your password stronger, or change it if
info up to date. someone else knows it.
Q. +3226647072
CHANGE PASSWORD >
@ Bruxelles
Why can't | edit?® . L
Devices Organisations

(s

Disable a lost device and review your See all of the organisations that you're part of.
connected devices.



https://myaccount.microsoft.com/

Installation &
configuration of
Microsoft
Authenticator

3.0n the following screen click on 'Add method'

,Q Owverview

2 Security info
E=1 Organizations
L Devices

|E| Privacy

4. Selected

S Security info
B4 Organiza tions
2 Devices

8 Privacy

Security info

These are the methods you use to sign into your account or reset your password.

-+ Add method

No items to display.

Lost device? Sign out everywhere

'‘Authenticator app' from the list and click on 'Add'

Security info

These are the methods you use to sign into your account or reset your password.

-+ Add method

No items tc
- Add a method I

Lost device? Sign ¢ .
‘Which method would you like to add?

l| Authenticator app ~ ‘I




Installation &

I ' 5.The following screen will appear on your 6. Then. take vour smartohone and go to
confl gu ration of laptop! Wait until step 6 is complete before ’ y P J

| clickina 'next'. your app store and search for the
MICHOSON ’ ‘Microsoft Authenticator' application

Authenticator and install it! Don’t use the application
yet!

9, overview Security info

8, security info These are the methods you use to sign into your account or reset your password.

3 Organizations - i H
. Microsoft
21 Devices Microsoft Authenticator o Authenticator
S Start by getting the app Microsoft Corporation
6 On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next"
4.7 % 10M+
- | want to use a different authenticator app 281K reviews powhleads PE(?B ®
Install
Sy goodbye 4 0 & e secure Son nwthavur
15 asamrck g0 s phone

About this app >

Use Microsoft Authenticator to sign in easily and
securely with 2FA/MFA.

Business #4 top apps




Installation &
Configuration Of 7. Onyour laptop screen,

follow the Microsoft

Microsoft instructions. If the R securty it |
Authenticator app asks to o

. . ; E=3 Organiza tions Add method
Authenticator allow notifications, allow | - |
i O Devices Microsoft Authenticator
'Ic\:leT. On your PC, click on . — G ]
ex ) ‘-" . If prompted, allow notifications. Then add an account, and select "Work or school”.

8. Next, you will get a QR code

on your laptop screen. This 2 Overview Security info

QR code will need to be | % secunty o Microsoft Authenticator

scanned by the 'Microsoft 1 Organzations Ecan the QR code B
A u t h e ntl C at or A p p 1 on y our O Devices ;;;:.i:hw;i;.;zf;?:rgmicamr app to scan the QR code. This will connect the Microsoft Authenticator '
mo b| | e d eVi ce. & privacy After you scan the QR code, choose “Next”.

Y ik
EIRENER

Can't scan image?




Installation &
configuration of
Microsoft
Authenticator

9. When you open the application on your

smartphone for the first time, you will be
asked to log in with Microsoft or to scan
the QR code. Please select 'Scan QR
code' and scan the QR code on your
laptop screen.

Set up passwordless sign-in for
your personal Microsoft account

6=

A x

Sign in with the same account you use to sign into Outlook,
Office, etc

= SIGN IN WITH MICROSOFT

S5 SCAN QR CODE

10. When the process is
completed your account is
connected and appearing in
the Accounts list on your
smartphone.

J5 el

Accounts C

A
I E Igeas

Si@aginsurance.be



|nsta||ation & 11. Now back to your company

laptop, click on Next. R Overiew St e

confi gu ration of Microsoft will send a p— T

: notification to the 1 Organiations Eon e Qhoode B
M ICTOSO ft Authenticator App on your £ Devices Uss the Micresoft Authenticator 3pp to sc3n the OR cade. This will cannect the Microssf: Authenticstor

app with your account.

A u t h e n t i C at O r mObIIe deV|ce' S After you scan the QR code, choose "Next".

8 Overview Security InfO

,Q, Security info These are the methods you use to sign into your account or reset your password.

E=A Organizations -+ Add method

L Devices Microsoft Authenticator

B Privacy Let's tl’y it out

v/




Installation &
configuration of
Microsoft
Authenticator

12. A notification will appear on your 13. Back on your laptop, you will
phone asking for approval to login. see the accepted notification.

Tap on 'Approve’. Then click on Next.

A Ovenvien Security info

@ Authenticator 17:08 v These are the methods you use to sign into your account or reset your password.
A, Security inf

Approve sign-in?

= me=@aginsurance.be =3 Organizations —+ Add methad

Deny Approve 2 Devices Microsoft Authenticator
8 Privacy
-

@ Approve sign-in?

Ageas
= pEr@aginsurance.be

DENY APPROVE




Installation &

confi gu ration of 14. Your Multi Factor Authentication has now been set up and is appearing! Then you
Microsoft
Authenticator

can install the applications to connect to your AG account.

A Overview Security info

89 Security info These are the methods you use to sign into your account or reset your password.

E=1 Organizations Default sign-in method: Microsoft Authenticator - notification Change

L Devices -+ Add method

B Privacy @  Microsoft Authenticator Delete

Lost device? Sign out everywhere

12




: 15. To enable a second authentication method , click on ‘Add Method".
Installation &

configuration of
Microsoft e
Authenticator

A Overview Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticater - notification Change

B Devices -+ Add method

8 Privacy Q:) Phane +32 487708 Change
@ Microsoft Authenticator iPhane
B Email Dhotmail.com Change

Lost device? Sign out everywhere

16. Then add your office phone or mobile phone and click 'OK".

sil.col

| Add a method ’

Which method would you like to add?

Authenticator app

Authenticator app
Alternate phone

App password

I Office phone I

13




17. If you have chosen 'Office Phone', the 18. Follow the instructions and then
number will be automatically pre- click #.
filled. Once filled in, you can click on
'‘Next' and you will receive a call on
your phone. If you have chosen
'Office phone', you will receive a
skype call.

n ¢ = 0

Hold Transfer Consult Devices




Installation &
configuration of
Microsoft
Authenticator

19. Your second authentication method is now activated

' Phone

1

° k:all answerad. Your phone was registerad 5uc=:e55ful|y]

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

-+ Add method
% Phone +32 48710 Change Delete
QO Office phone +32 266« Change Delete
©  Microsoft Authenticator s iPhone Delate
= Email @hotmail.com Change Delete

Lost device? Sign out everywhere

20. If you have added your office phone, you can repeat the
procedure to add your mobile smartphone, and vice versa.

Important :
Your 'default sign-in method' must remain Microsoft Authenticator

15



Installation of 1. If the app ‘Company portal’ is already installed on your device, please first remove it.

Intune Company
portal

Edit Home Screen

Share App

Remove App




Installation of 2. Go to the app store, search for 'Intune 3. Once downloaded, open the

Intune Company
portal

Company Portal' and click on install. application, and click on 'Sign in'.

Intune Company
Portal

Company Portal

What's New

We fixed some wiring, moved some code
around, and generally made Intune bette

Preview

17




Installation of
Intune Company
portal

4. Enter your email address.
Click on Next.

Then enter your laptop password.

Click on Sign in.

Depending on your account
setup, you may be asked to sign
in via the authenticator app.

<« Comp Portal & 09:48 (- < Comp Portal & 09:48 -

Cancel Cancel

| | F¥H
® Microsoft AG Insurance
Sign in

. Sign in with your organizational account

Can't access your account? 1 e

Sign in from another device

[Pass‘-:.-crd ]

Authenticator locked

Unlock




Installation of
Intune Company
portal

5. Click ‘Ok’

Notifications from the Company Portal app can be sent when new apps are added.

You can choose whether to receive these notifications.

10:36

< Authenticator

AG Insurance

Get notified so you don't
lose access

&

E

We'll send important notifications to your
device when action is needed so you can keep
accessing work resources.

You can turn this off later in app settings.

“Comp Portal” Would Like to
Send You Notifications

Notifications may include alerts,
sounds and icon badges. These can be
configured in Settings.

19



Installation of 6. Once logged in, the set up of the enroliment can start by clicking on ‘Begin’.

Intune Company
portal

No SIM =

Ageas

Set up Ageas access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.
Review privacy information
Download management profile
Install management profile

Check device settings

20




Installation of 7. Review Privacy information
Confirm by clicking on 'Continue’.
Intune Company

O rtal When using the 365 mobile solution, AG IT (although the application notes
p 'Ageas') captures and stores some information for support and maintenance
purposes:

| acknowledge that by registering my device, AG's IT administrators will
have visibility over :

No SIM = No SIM &

{ Back < Back

- Application inventory and application names: Administrators can only see
applications that are managed by the company for support and maintenance
purposes.

Device management and Device management and
your privacy your privacy

can and cannot see or ere geas can and cannot see or

- Device identification information: This is information such as model,
manufacturer, name, device serial number, IMEI, owner. This information
allows AG's IT administrators to authenticate devices accessing company
information and prevent fraudulent access.

- Device risk profile: This is information such as the version of iOS that allows
AG's IT administrators to detect and alert the user to vulnerabilities and restrict
access to only those smartphones or tablets that have security updates.

- Storage capacity: If you cannot install a required application, AG IT
administrators can look at the storage capacity of your device to determine if it
is too low.

- AG IT will never perform a factory reset of the smartphone or tablet,
unless the employee explicitly requests it (e.g. in case of theft of the device).

Continue Continue

| further undertake to ensure the security of AG's resources to the best of my
ability and to inform the service desk as soon as | suspect that my device is
lost or stolen.

21 g_k'




|nsta||ation Of 8. Click on 'Continue'. Click on 'Allow". Click on 'Close'.

Intune Company
pOrtal : 10:43 il F w0

Cancel @& |.manage.microsoft.com »aA C

AG Insurance

Set up AG Insurance access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

Review privacy information

@ Download management profile
|

Install management profile This website is trying to download a Profile Downloaded

@ Checking device settings configuration profile. Do you want to Review the profile in the Settings app if

allow this? you want to install it.

Continue




Installatlon Of 9. Click on 'Continue’. Click on 'Continue'. 10. Once the download has been

Intune Company g%?ialgée;;so to your phone’s

portal o

Cancel @ |.manage.microsoft.com A Clle on

AG Insurance AG Insurance 1. General
2. VPN & Device Management
Set up AG Insurance access
Continue to Company Portal

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

Review privacy information 10:44
Download management profile < Back

@ Install management profile

| .
(@ Checking device settings How to install

management profile

Continue 1. Go to the Settings app
Select Profile Downloaded.
If you don't see that option:
a. Select @ General.

b. Select VPN & Device Management.

2. Select Install

Follow the on-screen instructions to complete the
installation.

AG Insurance Privacy Terms © 2024 Microsoft. All rights reserved.

Continue 3. Open the Company Portal app again

il ©




Installation of
Intune Company
portal

11. Click on ‘Management profile’. On the next screen click on ‘Install’

all @

VPN & Device Management
Install Profile

® vPN

{B Management Profile

I0SProfileSigning.manage.microsoft.com

Install this profile to get access to your
) company apps
8 Management Profile

Device Enrolment Challenge

More Details

24




Installation of
Intune Company

12. Enter the password of your Iphone. 13. To start the installation, click twice on ‘Install’ and

portal Attention! when finished on ‘Done’
If your password is composed of 4

digits, you must change it to 6 digits.

Warning

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

Enter iPhone Passcode
. Installing this profile will allow the
To Install Profile administrator at “https://

i.manage.microsoft.com/

) O O © © © DeviceGatewayProxy/ioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage and list apps, and remotely erase
data on your iPhone.




Installation of 14. If you receive a 15. Depending on your account set up 16. Click on ‘Done’.

Intune Com pany cooldown time, you you may possibly be asked to
PO rtal need to wait 1 hour provide a one-time code that has
before proceeding to been sent to your mobile number.

the next step.

Profile Installed

Enter this one-time passcode.

{B Management Profile

Cl iCk O n 'Tr U S tl . I0SProfileSigning. manage.microsoft.com

Install this profile to get access to your
company apps

Mobile Device Management
SCEP Device Identity Certificate
2 Certificates

Bezig met
beveiligingsvertra-
ging

More Details

Remote Management
Do you trust this profile’s source to
enrol your iPhone into remote
management?




Installation of 17. Go back to the ‘Company Portal’ and tap 18. You will be asked to confirm that Ageas

on '‘Continue' and wait untill the talk management of the apps ‘Microsoft
Intune Company Company Portal detects that you have OneDrive’, ‘Microsoft Outlook’, ‘Microsoft
portal :)neiﬁlr}tggrolled. This might take a few Teams’ and ‘Microsoft Edge’.

Click every time on ‘Manage’.

More explanation

AG Insurance

Set up AG Insurance access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

Review privacy information
Download management profile
Install management profile

@ Checking device settings

App Management Change
Would you like to let Ageas take
management of the app “Microsoft
Teams"? Your app data will become
managed.

Continue

27




Installation of 19. You will be asked to update your pin code if it is shorter than 6 numbers or does not

fullfill the complexity requirements.
Intune Company Click on "Change Now'».

portal

Passcode Requirement

You must change your iPhone unlock
passcode within 59 minutes.

INFORMATION

Complexity requirements:

- No 3 consecutive increment/decrement digits, i.e.:

123,321, 131, 212

- No 3 consecutive digits can be the same, i.e.:
111591

28



Setting up
applications

Once you have finished the previous step, the company portal will automatically
download and install a few of the core applications. The following applications will

be installed automatically on your phone once enrolled:

® % €@ 11 (@

Microsoft Microsoft Microsoft Microsoft
Outlook Teams Edge Office

Saphir

29



Aggie
Installation

o/

The AGGIE application is available in the 'Intune Company Portal' application.

1.

Open the Intune 2. Choose AGGIE 3. Choose install. 4.
Company Portal and Afterwards, go to
select AGGIE. If you do home screen to
not see AGGIE, you can check progress.
click on show all app'.
12:27 wlac e 14:59 w T4 12:27 il 4G @)
AS 4 < Apps All apps < Apps
AG Insurance e Aggie
AG Insurance
Apps Filter Sort @ o
Q I@ Aggie I
AG Insurance (i) Approve the app after you download it
Featured apps View al
sramia 19
- Aggie
@ A i InvoIv Intranet
B Version 2.240722.47(3653092)
Aggie Microsoft Azure Microsol

Microsoft Corporation

Recently published

Q Aggie

Saphir

#n. Microsoft Copilot
e :__f]:j é;a Lz

Microsoft Copilot

Microsoft Corporation

A Microsoft Azure
oL

Vlicrosoft Corporation

Microsoft Corporation

Apps

Minimum OS version 14.0
Size 52.54 MB
Date published 16 Oct 2024

Device management
required

Microsoft Edge: Web Browser

Gl
D
T

> see
b
T ese
o

Microsoft Lens: PDF Scanner

ﬁ Microsoft Excel
nd

TR T

Apps Devices Support

=

Notifications

A pop-up will appear
on your smartphone
(this may take a few
seconds). Select
install.

App Installation
Ageas is about to install and manage
the app "Aggie".
Your iTunes account will not be
charged for this app.

Cancel Install

5. The AGGIE
application is
installed on your
smartphone.

Aggie

30



Confi gu ration of 1. Open the application and tap on your account. Wait a few minutes and

Teams will log you in automatically.
Teams 9y y
No SIM = 11:47 (-
— Edit

Lol
Select an account to sign in with

@aginsurance.be

ga Sign in with another account

INFORMATION

It may take some time before the applications find your account, if you do not
see your account displayed in the first screen, wait a few minutes. If 2fter a few
minutes you still do not see your account appearing, go to Appendix i: logging
in manually

2. Once logged in, after a few moments the application should be asking you to
provide a pin code. This PIN code is used to protect the data in the applications
and must be at least 6 digits long. If you have fingerprint or FacelD set up on
your phone you will be able to use fingerprint or facelD 31




Configu ration of 3. For future logins : confirm your PIN code and continue
Teams

@5 il §

Managed by your organization Managed by your organization

To access work or school data with this
app, set your PIN.

PIN length of 4 digits required.

No PIN sequences allowed, e.g. 123 or 111. conﬁrm PIN
PIN must contain numeric characters only. P'N
PIN

32




Other applications
available on your
smartphone

Once you have completed the configurations for Microsoft Teams, Outlook and
Microsoft OneDrive, installing other Microsoft applications will be very easy. Below
is a list of all the smartphone applications currently available. Just go and search
for them in the app store.

Once these applications are configured, they are ready to be used. If you would
like an explanation of these different tools, click on the attached link to access the
OASE training platform:

https://ag.findwatchdo.com/applications/65

& O

Word Excel PowerPoint OneNote
Easily create, edit create, edit and create, edit and Powerful
and share share share notebook to

store all your

documents Spreadsheets Presentations ;
ideas and notes

Planner SharePoint PowerBI
Organize your Easy access to All your data and
teamwork your company analytics at your
efficiently sites hand

33


https://ag.findwatchdo.com/applications/65

Appendix 1:
Logging in
manually

.. Open the newly installed
Teams app and select 'Sign
in' then enter your e-mail
address

Microsoft Teams

Get started with your work, school, or
personal Microsoft account

e s @aginsurance.be

|

2. If you are asked to choose
between a personal and work
or school account, select
'‘Work or school'.

Choose your account type:

Personal
Coordinate with friends and family

Work or school
Collaborate with work colleagues




Appendix 1:

: : 3. You will be redirected to the AG 4. You will get a notification
Logg ing in Insurance login page. Enter asking you to approve the sign
uERIEL |y your email address (if this is not in. Approve the sign in attempt

yet filled in) and your password by tapping on 'Approve’

and tap on 'Sign In'

< cmmal T 11:51 @ ¥ 67% @) =
Cancel Get Codes cel
B® Microsoft
AG Insurance {© - @aginsurance be
Approve sign in request
Sign in with your organizational account @ We've sent a notification to your mobile

device. Please open the Microsoft
Authenticator app to respond.

| mm e @aginsurance.be )
, Havi

( Approve sign-in?
Password Ageas

- I @aginsurance.be

Deny

Approve




Appendix 1:

Log g i ng in 5. Enter a PIN of 6 numbers for the applications you would like to use. If you
have fingerprint or FacelD set up on your phone you will be able to use

NERIEL Iy fingerprint or facelD for future logins.

%

To access your organization's data with
this app, set a PIN.

OO0O0OOOO

Your organization has not allowed you to set a
PIN with repeats or sequences. Ex. 123 or 111.

6. Confirm your pin by entering the same pin as the previous step
and continue.




Appendix 2:
Second
authentication
method

1. On your laptop, go to the following URL https:/mysignins.microsoft.com/security-info

Then click on 'Add Method".

Security info

These are the methods you use to sign inta your account or reset your password.

Default sign-in method: Microsoft Authenticater - notification Change

-+ Add method

% Phane +32 487740542 Change
@  Microsoft Authenticator Julien’s iPhone
B Email bonessojulien@hotmail.com Change

Lost device? Sign out everywhere

Add a method

Which method would you like to add?

Authenticator app o

Alternate phone

App password

I Office phone

mber. Then click on


https://mysignins.microsoft.com/security-info

3. You can now enter your phone number. If you have chosen 'Office Phone', the
number will be automatically pre-filled. Once filled in, you can click on 'Next'.
You will now receive a call on your phone.

Phone
You can prove who you are by answering a call on your phone.

What phone number would you like to use?

Belgium (+32) v| 26644641
@ Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

4. If you have chosen the office phone, you will receive the call on Skype.

+71 (855) 330-8653

is calling you

38




+1 (855) 330-8653

2 Participants

[1] [ = (!

Hold Transfer Consult Devices

1 2

6 VAiir ecornnd arnithanticatinn maoth

kal answered. Your phon

e

was registered successfully




Appendix 2:
Second

Security info

au t h e n t i C a_t i O n These are the methods you use to sign into your account or reset your password.
method

Default sign-in method: Microsoft Authenticator - notification Change

-+ Add method

% Phone +32 487740542 Change Delete
% Office phone +32 26644641 Change Delete
a Microsoft Authenticator Julien's iPhone Delete
1 Email bonesso.julien@hotmail.com Change Delete

Lost device? Sign out everywhere

7. If you have added your desktop phone, you can repeat the procedure to add your
mobile phone, and vice versa.

40







	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41

